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2 COPYRIGHT 

© Cyberkar® Systems, 2022 

No part of the documentation materials accompanying this Cyberkar® Systems software product may be 

reproduced, transmitted, transcribed, stored in a retrieval system, sold, exploited commercially or 

translated into any language or computer language, in any form or by any means, including, but not 

limited to, electronic, magnetic, optical, chemical, manual, or otherwise without prior written 

permission of Cyberkar® Systems. 

The contents of this documentation are protected by applicable copyright laws and will be distributed 

with a software that includes an end user license agreement. 

The information contained herein is provided for informational purposes only and is subject to change 

without notice. Cyberkar® Systems assume no responsibility or liability for any errors or inaccuracies 

that may appear in the informational content contained in this document. 

Cyberkar® Systems, Cyberkar® and Kommander™ logos are trademarks of Cyberkar® Systems in 

the United States and Canada. Other trademarks used in this document may be trademarks of 

the manufacturers or vendors of the respective products. 

 

Cyberkar® Systems 

3026 rue Anderson, suite 202 

Terrebonne, Québec, Canada 

J6Y 1W1   

Phone: 450-951-3080 

Fax: 450-823-0192 

https://www.kommanderbycyberkar.com/ 

  

https://www.kommanderbycyberkar.com/
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4 INTRODUCTION 

The Kommander™ solution is a customizable suite 
that can include hardware and software 
components, available in three versions (Lite, Base, 
Pro), to which options can be added. The Pro 
version includes a computer with Red Alert™ 
installed, an emergency keyboard, reconfigurable 
buttons on the steering wheel, and other hardware 
components, all closely integrated with a Web 
Portal for Administration and IT managers. 

 

 

 

 

The Kommander™ Portal allow 

managers to monitor their fleets, 

update software s, configurations, 

passwords and much more. 

 

 

 

 

 

This guide is intended for Portal users (Customer Interface) and for integrator partners that manage 

multiples customers from the Portal (Integration Interface). The objective is to assist them with their 

configuration and management tasks.  

  

Kommander™ Solution  

Kommander™ portal user interface 
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5 SIGN IN 

To log in, enter your email and the password provided 

by your representative. Next, click on SIGN IN. 

 

 

 

 

 

 

 

 

6 GENERAL 

 

A side panel displays multiple tabs to manage, configure and 

update the fleet devices. This panel can be displayed or hidden 

by clicking on the upper right corner dot.  

 

 

 

 

 

 

 

 

 

 
Example of side panels (customer and integration) 

Sign in Page 



7 
© All rights reserved by Cyberkar® Systems. 2022 

You can change the interface language by using 

the Language menu. English (EN) and French (FR) 

are available. 

The User menu provides a link to your User Profile 

(My profile) and allows you to logout from the 

current session. 

 

 

 

 

6.1 Concepts 
 

 

 

 

 

 

CUSTOMER 
Organization with a fleet of devices linked to it; an integrator can have multiple 
customers under their responsibility. 

DEVICE 
Fleet computer covered by a Kommander™ license and monitored 
 

DEVICE TYPES 
 

Group of devices sharing common characteristics such as manufacturer brand, 
usage, and so on), to which you want to apply identical configurations 

LICENSE Authorization to use a software, a software product or a Kommander™ module. 

UPDATE 
Modification remotely installed for a software, a firmware or a configuration 
 

CONFIGURATION 
Customization of the software created to meet customers’ needs; the 
configuration can be remotely updated 

RED ALERT™ Software providing a visual interface to manage lights, emergency sirens, 
applications, access to Web sites using a dedicated browser, etc. 

VISIONMC 
 

Kommander™ Vision is an in-car mobile video and radar system. 

Language selection and User menu 
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6.2 Lists 
 

Lists navigation is standardized in the following tabs: Devices, Devices Types, Users, Groups, Licenses, 

Updates, Config and Customers. 

 

 

 

 

 

 
Accessing an item of the list 

 
Header sorting 

 
List searching 

 
Columns display 

 
 

Adding an item 

 
Item Actions menu 

 
Results navigation 

 
 
 

 

Example of a list of devices 

1 

2 

3 

4

 
5 

6 

7 
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6.2.1 Accessing an Item 
 

To access the details page of an item (device, update, etc.), simply click on an item of the list. A details 

page for this item will be displayed. Updating the data is then possible. When a change is entered, the 

Update button becomes available; to validate the changes, simply click on the button. 

 

 

 

 

 

 

 

 

 

 

 

 

6.2.2 Header Sorting 
 

Lists can be sorted in ascending or descending order using columns headers. For example, you 

can sort devices according to their last activity date; updates, planned implementation date, 

etc. 

 

 

Columns headers 

 

 

Updating a device 
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6.2.3 Searching 
 

A search field allows you to filter a list using a string of characters. A 

device could be located using its name or a user by its surname. 

 

 

6.2.4 Columns Display 
 

List columns can be displayed or hidden using the columns 

icon. Only the check marked columns will be displayed. 

 

 

 

 

 

 

 

 

 

6.2.5 Adding an Item 
 

The user can add an item to the list by clicking on the + button. A details page is displayed 

and allows you to enter required data.  

List Search field 

Columns display menu 
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To add licenses, please contact your representative. 

 

 

6.2.6 Action Menu 
 

The Action Menu provides multiple commands that can be applied to the current item. For 

example, you can activate or deactivate a device, download an update, etc. 

The function 'delete' an item in a list is available for the administrator and super-administrator 

roles of the solution. 

 

6.2.7 Pages Navigation 
 

When multiple items are listed, navigation arrows are displayed at the bottom of the list. It 

will allow you to go forward or backward through the pages, as appropriate. 

 

 

 

Creating a new device 
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7 CUSTOMER INTERFACE 

7.1 Dashboard 
 

The Dashboard displays a 

general view of the fleet 

status using optimized 

widgets according to 

emergency services 

requirements. 

 

 

 

 

 

 

 

7.2 Map 
 

The map gives a view of 

active devices, refreshed 

every 2 seconds. When 

multiple devices are in the 

same area, a location icon 

is displayed. Double-click 

in the area to zoom in. 

 

 

 

 

 

Dashboard view 

Map view 
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7.3 Devices 
 

The Devices list allows to 

configure new devices and 

add them to the fleet and 

to monitor the data 

transmitted by these 

devices (activity, GPS 

position, software 

versions and 

configuration, diagnostics, 

etc.).  

 

 

 

 

 

 

7.3.1 Details page 
 

Opening the details page of a device allows to view all the data related to its configuration and activity.  

 

Devices view 

Details page of a device 
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7.3.1.1 Updates 

 

In the Updates sub-tab data are displayed for the installed software, configuration and passwords 

updates. 

 

 

 
Name: a specific name to allow easy identification of a device 

 
Updates status (Activated/Deactivated) 

 
Type: device group to which a device must be linked to 

 
 

Unique Identifier (UID):  unique identifier associated to a device 
Recommendation. —If peripherals (devices) names are standardized in your organization, use 
this identifier when adding devices to facilitate their management. 

 
Description: short description of a device 

 
Activity status ( : Active; : Inactive) and time since last activity 

 
Red Alert™ versions, configuration version and configuration globally unique identifier (GUID) 

1 

2 

3

 
4 

5 

6 

Updates sub-tab 

7 
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7.3.1.2 Softwares 

 

The Softwares sub-tab displays the softwares and configurations versions. 

 

7.3.1.3 Diagnostics 

 

 

 

 

 
Update installation date 

 
Update name 

 
Update version (for softwares)  

 
Version ID (for configurations) 

 
 

Status (success or failure) 

 
Actions menu to uninstall an update 

 
Date of the last software version updates 

 
Software name 

 
Software or configuration version 

1 

2 

3 

4

 
5 

6 

Softwares sub-tab 

1 

2 

3 
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Diagnostics sub-tab 

In the Diagnostics sub-tab, you can view the system software logs. 

 

 

 

 

 

 

 

 

 

 

 

 

  

 
Diagnostic Date 

 
Name of the analyzed software  

 
Actions menu for the diagnostic, allows to download the log 

1 

2 

3 
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7.3.1.4 Telemetry 

 

In the Telemetry sub-tab, you can view telemetry data (GPS positions). 

 

 

  

 
Date and time of telemetry data 

 
Longitudinal position of the device 

 
Latitudinal position of the device 

 
Altitude of the device (in meters) 

 
 

Number of satellites transmitting data 

Telemetry sub-tab 

1 

2 

3 

4

 
5 
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7.4 Devices Types 
 

In Devices Types you can 

regroup common devices 

(e.g. manufacturer name, 

usage) to install specific 

updates for these devices.  

 

 

 

 

 

 

 

 

7.4.1 Details Page 
When you open the details page of a device, you can see all the device’s data. 

 

 

View of Devices Types 

Detailed sheet for a type of device 

1 

2 

3 
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7.5 Users 
 

The Users list displays the 

users and allows to reset 

their password whenever 

required. 

 

 

 

 

 

 

 

  

 
Name: a specific name to easily identify a device type 

       
22222 

Updates for modules (Red Alert™, Controller) 

 
Description: a short description of a device 

Users view 

1 

2 

3 
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7.5.1 Details Page 
 

When you open a User details page, all its data are displayed.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 
First name 

 
Last name 

 
Email (read only) 

 
Groups: groups of the user, they determine access to various tabs 

 Password: after a password reset, use this field to enter a new password, identical to the one 
entered on line 6 

 
Confirm password: confirm the password entered on line 5, when resetting. 

Detailed Sheet of a User 

1 

2 

3 

4 

5 

6 
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7.6 Groups 
 

Use the Groups list to regroup users sharing similarities (e.g. role) and allow them access to tabs 

according to their needs. This is where you can limit or even entirely deny access integrators. Access can 

be unlocked afterwards, according to your requirements. 

Groups view 
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7.6.1 Details Page 
 

When you open a Group details page, all its data are displayed.  

 

 

 
Name: a specific name to easily identify a group of users 

 
Description: a short description of a group 

 Rights: accesses required by the group of users; the header checkbox allows to 
check/uncheck all access in the column 

 
Delete: button to permanently delete the current group 

 Save: button to save changes entered in the page 
 

Group details page 

1 

2 

3 

4 

5 
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7.7 Licenses 
 

The Licenses list gives a 

global view of used and 

available licenses to plan 

a deployment or a 

renewal. To add licenses, 

contact your 

representative. 

 

  

 

 

 

 

 

  

 
Email of the group user 

 
First name of the group user 

 
Last name of the group user 

 
Actions menu to remove a user from the current group 

 Button to add a user to the group by selecting it 
from the displayed list 

6 

7 

8 

9 

10 

Add a user to a group dialog 

Licenses view 
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Licenses list 

 

 
Name of the license 

 
Total for this type of licenses 

 
Number of used licenses 

 
Indicate if the license is perpetual 

 
End date of the license 

 
Modules covered by the license 

 
 

 
 

1 

2 

3 

4 

5 

6 

1 2 3 4 5 6 
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7.8 Updates 

The Updates list displays 

the changes planned and 

to come for the software 

and configurations for 

different types of 

devices. 

 

 

 

 

 

 

 

 

Updates view 
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7.8.1 Details Page 
 

When you open an update details page, all its information is displayed. 

 

 

 

 

 
Name: identifier to identify an update 

 
Type of affected devices  

 
Scheduled Date: a date picket is available on the right hand side of the field 

 
Module to be updated (e.g. Config, Red Alert™) 

 Button to open a files navigator and select the appropriate update file (e.g. for a 
configuration: Config.vmod; for Red Alert™: Setup.msi) 

 Checkbox to force the installation of a previous version (e.g. to go from Red Alert™ 1.4.29 to 
1.4.26) 

 
Description: a short update content description 

 
Button to create or update a page 

1 

2 

3 

4 

5 

Update Information 

7 

8 

6 

1 

2 

3 

4 

5 

6 

7 

8 
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7.9 Parameters 
 

The Parameters 

page displays the 

contact information 

of your organization. 

 

 

 

 

 

 

 

 

 

 

 

 

  

Parameter view 

Parameters view 

Organization Contact information 
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7.10 Config 

The Configuration list 

displays all the 

configurations that 

have been updated. 

 

 

 

 

 

 

 

 

 

 Identifier for your customer account: This information is required when you add new 
devices; a copy option allows to easily send this information to the integrator 

 
Organization name  

 
Contact person email  

 
Organization address  

 
Additional space for the address  

 
Organization Country  

 
Organization State or province  

 
Organization City  

 
Postal code  

 
Organization contact person telephone number (enter extension if available) 

 
Button to update the page 

Configurations view 

 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 
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7.10.1 Details Page 
 

When you open a configuration details page, all its information is displayed. 

 

 

 
Description: short description of the configuration content 

 
Button to download the configuration file 

 
Button to create an update based on this configuration 

 
Button to save a changed configuration file 

 Name of the device with this configuration 

1 

2 

3 

4 

5 

Configuration Details page 
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Type of the device with this configuration 

 
Last connection of the device with this configuration 

 
License status of the device with this configuration 

 
Updates activation status for the device with this configuration 

6 

7 

8 

9 
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8 INTEGRATION INTERFACE 

Integration teams that manage multiples customers have access to an interface that displays the list of 

customers, users and imported licenses. 

8.1 Customers 
 

The Customers page 

displays a list of customers 

using a portal. When 

authorized by them, you 

can take control of an 

account using the 

corresponding button. 

 

 

 

Customers List 

 

 

 

 
Name: organization name 

 Customer ID: unique identifier associated to a customer; this identifier is used for device 
activation 

 Button to take control of a customer account. (Note: when desired, the customer can remove 
the integrator access at any time). 

 
Actions menu to take control of an account or to request access to a customer. 

1 

2 

3 

4 

Customers view 
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8.1.1 Customer information 
 

When you open the Customer information page, all their information is displayed. 

 

  

Customer information page 

1 

2

 
3

 
4

 
5

 

6

 

7

 

8

 

9

 

10

 11

 

12

 

13

 

14

 

15
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Unique identifier associated to a customer; you will need it when activating devices  

 
Name: organization name  

 
Email: customer contact email address 

 
Address: customer postal address  

 
Address (more): additional space for the address, if required  

 
Country: organization country  

 
State/Province: area where the organization is located  

 
City: organization city  

 
Postal code: organization postal code  

 
Telephone number: customer contact person telephone number  

 
Button to save the entered information 

 
Customer user groups management 

 
Customer users management 

 
Customer devices types management 

 
Customer devices management 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 
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8.2 Users 
 

The Users page displays a list of users of the portal and allows to reset their password when required. 

 

 

8.2.1 Update a user 

When you open the Update a user page, all their personal information is displayed.  

 

Users page view (integrator) 

Details of User 
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8.3 Licenses 
 

The Licenses list gives an 

overview of the licenses 

used by and available to the 

customer to plan a 

deployment or a renewal. 

To add licenses to a 

customer, please contact 

your Cyberkar® 

representative. You will 

receive a file to import. 

 

 

 
First name 

 
Last name 

 
Email (read only) 

 
Customer associated to the user (read only) 

 
Groups: groups of the user, which modulate its access rights to various tabs 

 Password: After a password reset, this field is used to enter a new password, to be confirmed 
on line 7 

 
Confirm password: to confirm the password entered on line 6, following a reset. 

Licenses view (integrator) 

1 

2 

3 

5 

6 

7 

4 



36 
© All rights reserved by Cyberkar® Systems. 2022 

Click on the Add button to open a 

dialog to import licenses. 

 

 

  

Import licenses dialog 
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9 STEP-BY-STEP GUIDE 

9.1 Adding a device 
 

1. Open a customer Devices tab. 

 

2. Click on the + button. 

 

3. Enter the required information for the organization :  

 

 
Name: a specific name to easily identify a device 

 Type: device group for the new device (for a single device, you need to first create a new 
type of devices) 

 UID: Unique identifier associated to the device 
Recommendation. —If the names of the peripherals (devices) are standardized in your 
organization, use this same identifier when adding devices and make their management 
easier. 

 
Description: a short description of the device. 

Create a device page 

1 

2 

3 

4
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4. Click on Create. 

 

5. Send the following information to the user responsible for the device configuration: 

 

Organization identifier: identifier specific to this company; this information will be the same for all 

the fleet devices (e.g. ccf1f9f6-7ba5-5737-9f0c-62c03fd1769c) 

 

UID: Unique identifier associated to this device (selected in 3.3) 

 

Remote server: server address and port to send the data (e.g. 

https://terrebonne.cyberkar.com:8443/); this address and port will be the same for all the devices 

of the fleet 

  

 
 

Button to create a device 
5 
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9.2  Updating a device 
 

1. Open the customer Devices tab. 

 

2. Click on the + button. 

 

3. Enter required information:  

 

 

 

4. Click on Create. 

 
Name: identifier to identify the update 

 
Type of devices  

 
Scheduled Date: a date picker is available on the right hand side of the field 

 
Module to be updated (e.g. Config, Red Alert™) 

 Button to open the file navigator and select the appropriate update file (e.g. for a 
configuration: Config.vmod; for Red Alert™: Setup.msi) 

 
Checkbox to force the update to a previous version (e.g. to go from Red Alert™ 1.5.3 to 1.5.1) 

 
Description: a short description of the update content 

 
Update button 

 
 

Update Information page 

1 

2 

3 

4 

5 

7 

6 

8

8 
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5. For a type of device, start Red Alert™ Launcher from C:\RedAlert\Tools (Note. For an update to the 

software, like the one for Red Alert™, start the Launcher in administrator mode). The update will be 

installed.  
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10 ACTIVATION OF PRODUCTS 

Newly, as with the Vision product, product activation is done through the product's main 

program, 'Kommander Vision'. When the product is not activated, an announcement message 

will be visible to the installer or the user, then a configuration window to interface with the 

Product Portal is available: it will suffice to insert the required information as well as for the Red 

Alert product described below, to test the connection and then validate or receive the license by 

pressing 'Verify' and then complete the activation by pressing 'Close'. The Vision program then 

starts. 

 

As for the Red Alert product, when there is mention of 'Launcher' then the content will apply to 

this product in this documentation. 

 

Product activation takes place when the Launcher is started including a valid license deposited as 

a file in the 'client' directory of the product either manually by a system administrator or by the 

automated functions of the product activation process with the Product Portal. 

 

When no license is available as a file in the product directory and the Launcher is started in user 

mode then the product will notify the installer or user to contact a representative with the 

'fingerprint' number. This number appears in the warning message. It will be possible to generate 

a license or activate the product 'manually' through the portal. Then a license will be transmitted 

in the form of a file by your representative or by the Portal depending on the form of activation. 

 

It is interesting to favor an automatic mode of activation by the Portal when all the names of 

equipment are placed in advance in the inventory of the Portal in attachment to the license of the 

product. 

 

It is possible to use the Portal for automated or manual product activation. In the latter case, a 

Portal resource will need to be contacted to create the equipment and/or associate it with a 

license (a type of planned equipment that is associated with a product license). 

 

The manual association of the license by the Portal with a device is done with a 'fingerprint' 

which is visible when the Launcher of the product is started in user mode. 
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The association of the license can also be done automatically with the Product Portal when the 

Launcher is started in administrator mode: a graphical interface will allow you to enter the 

customer codes, the name of the equipment to be used and the address of the Portal website. 

 

When the product license has expired, a warning message will be displayed to proceed with a 

renewal and the product will continue to be available for use without interruptions other than the 

acceptance, or this acknowledgment, of the message. 

 

It can also happen during a product update that the latter is too old to be supported by the update 

of a more recent version, at this time, it is important to uninstall the current product and proceed 

installing a recent version. 

 

Consult the table of possible license deactivation statuses for more details when an update 

process is interrupted or a product validation announces certain messages to users or installers. 

 

Essentially, the description of a license is as follows: 

 

• It is available as a purchase or subscription. 

• It can activate several products. 

• It can activate several compatible modules between products. 

• This is a file that is normally placed in the c:\redalert\client\ directory. 

 

Here is a summary of the products and modules available with a license: 

 

• Red Alert (the base product) 

• Vision Radar (the base product including the Radar module) 

• Video Vision (the basic product including the Video module) 

• VNC or Mobile Extension License (Red Alert module). 

Note that the modules of the Vision product are combinable and that this application is 

interoperable, or integrable, with the Red Alert product. 

Also contact your sales or service representative for up-to-date product license details.  
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11 TECHNICAL ASSISTANCE 

Cyberkar® Systems 

3026 rue Anderson, suite 202 

Terrebonne, Québec, Canada 

J6Y 1W1  

Toll-free number: 1-855-884-6688 

Phone: 450-951-3080 

Fax: 450-823-0192 

http://www.cyberkar.com 

 

Tech Support Team 

Days/Hours of operation: Monday to Friday 8 a.m.—5 p.m. (EST) 

Escalation process: Email is used for escalations outside of hours of operation. 

Email: support@cyberkar.com 

 

http://www.cyberkar.com/
mailto:support@cyberkar.com

